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Motivation and Background

Electronic Warfare is central to modern conflict. 

● The US Army would benefit from a 

capability that can detect RF devices and 

display actionable data.

● Electronic Warfare is complex, however 

focused around RF transmission and 

reception.

● Knowledge about these transmission is 

critical.

Source: Joint Air Power Competence Centre (JAPCC), “Electronic Warfare – The 
Forgotten Discipline?,” JAPCC Journal, Autumn/Winter 2010



Motivation and Background

RF sensing of devices such as drones has become critical in RF 

Sensitive Zones

• Current sensors detect RF, but still produce 

emissions when relaying data!

• Traditional RF sensors aim to detect 

objects purely based on RF data, proven 

difficult, near impossible.

• A combined RF-plus-imagery approach 

could turn raw spectrum activity 

into contextual, decision-ready 

information for operators.



Goals

•Collect RF data: During system operation, the RF front-end shall detect activity in

both the UHF band (e.g., 462–467 MHz) and the 2.4 GHz Wi-Fi band within

2 seconds of any transmission whose power is at least 15 dB above the local noise floor.

• Collect Image Data from Optical System: Integrate a camera module that captures

images after RF signal detection, synchronized for real-time analysis, without a delay

of ≤ 2𝑠.

• Display Information via Secure Optical Communication: Transmit key RF and

image data, such as devie type to a remote terminal using a free space optical

communication link within ≤ 2𝑠.



Why Free Space Optical Communication?

• FSOC takes advantage of the visible part of 

the Electromagnetic Spectrum rather than 

Radio

• Metal wires or  fiber optics accomplish the 

same tasks, but ineffective across difficult 

terrain (mountains, forest, rivers)

• FSOC requires Line of Sight, but given the 

correct conditions, can overcome difficult 

terrain.

Free Space Optical Communication (FSOC) does not

emitt RF!



Objectives

• Immediate Image Capture of Confirmed Devices: Automatically

capture and timestamp an image of the scene ≤ 2𝑠 after each confirmed RF

detection and store it together with the RF metadata so it can be used for near

real-time visual analysis of the emitting device.

• Identify Individual RF-Transmitting Devices: Apply digital signal processing

to detect and characterize RF transmissions, and use machine-learning–based

computer vision to assist in identifying the type of device observed in the

captured image with a minimum 80% identification accuracy.

• Display Identified Devices on the Web Application: Develop a lightweight

web interface that displays recently detected device classifications alongside their

frequency and timestamp, dynamically updating as new detections occur within

2s.



Key Testing Specifications

Component Parameter Specification

Tx/Rx System End-to-End Latency ≤ 15𝑠

Photodiode Received Optical Power ≥ −35dBm at 15m

Object Identification/RF 

Detection

Classification Accuracy ≥ 80%



Specifications cont.

Component Parameter Specification

Object Detection Model Accuracy ≥85%

Object Detection Model Latency <450 ms

Battery Battery Life ≥24hrs

GPS Accuracy <20m

RF Antenna/SDR Signal Detection ≥99%



Product Visualization
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Hardware



Hardware Design Block Diagrams

White



Hardware Component: Raspberry Pi 5

Key Specifications:

• Quad ARM Cortex-A76

• 8 GB LPDDR4X

• 2x USB 2.0, 2x USB 3.0

• Gigabit Ethernet

• 40x GPIO

• 2x micro-HDMI

• USB-C

a. High Connectivity

b. Large memory capacity

c. Software flexibility



Hardware Component: Software Defined Radio

Desired Requirements:

• Frequency Range of 400MHz – 2.5GHz

• ADC of 8bit or higher

• Has available significant documentation

• Low-Cost Solution

Purpose: 

To collect and process Radio Frequency signals

RTL-SDR HackRF One LimeSDR Mini bladeRF 2.0 ADALM-Pluto 

SDR



SDR Comparison Chart



Hardware Component: ADALM-PlutoSDR

● Large Radio Frequency Range in base model – can be augmented 

● 20MHz Bandwidth

● 12-bit ADC Critical for detecting weak signals

● Compatible with MATLAB, GNU Radio, SDR#

Purpose: 

To collect and process Radio Frequency signals

Feature Specifics

Frequency Range 325MHz-3.8GHz

ADC Bit 12-bit

Compatibility Raspberry Pi 5



Hardware Component: Light Source

Purpose: 

To emit light and transmit a message via free space optical communications 

Desired Requirements:

• Low Cost & Widely Used in Military Application

Light Emitting Diode Laser Diode



Hardware Component: LED (White)

Purpose: 

To emit light and transmit a message via free space optical communications 

Cree Xlamp XM-L2 High Power LED

Feature Specifics

Peak Wavelength 432nm

Weight 0.1 lbs

Viewing Angle 125°

Output Power 2 W

Jeanoko LD24AJTALED Driver Board



Hardware Component: Photodiode

Purpose: 

To receive light and translate a message via free space optical communications 

BPW34S - Silicon PIN Photodiode

Feature Specifics

Wavelength Range 430-1100nm

Angle of half 
sensitivity

ϕ = ± 65°

Rise Time 100 ns

Active Area 7.5 mm2



Hardware Component: Arducam 12MP Camera Module 3

Selection Criteria:

• High enough resolution
• Lens with a fixed focus
• UVC Compatible

• Libraries
• Compact

We installed the camera in the 

RP5's CAM0 or CAM1 port, 
displayed to the right. One end 
of the camera ribbon is 

connected to the camera 
module, and the other is 

securely latched into one of 
the CAM ports.

Specifications:
➢ 4608x2592 "5K" resolution at 10 

fps, 1280×720 at 30 fps

➢ 3.5 x 3 x 1.3 inches
➢ 1.6 ounces



Geolocation Comparison Chart



Hardware Component: Adafruit Ultimate GPS Hat

The GPS hat was soldered to 

the top of the GPIO 
header pins (shown on the 
right). We then open the Pi's 

terminal and downloaded the 
necessary libraries. Finally, we 

were able to scan for satellites 
in the area and establish a 
preliminary geolocation. We 

can now determine the location 
of our device without an 

internet connection.



Battery Comparison Chart



Hardware Component: Power Supply

Purpose: 

To supply power across the optical transmitter system

● Supplies 12.8V at 100A for an hour = strong battery life for prototype

● Easily meets power requirements:

o 12V/2A to PYNQ

o 5V/5A to Raspberry Pi 5

o 5V/1A for LED

o 5V/1A for PlutoSDR
Power Queen 12.8V 100Ah LiFePO4 Battery

12V/24V to 5V Voltage Buck Regulator

Feature Specifics

Longevity 100Ah

Weight 20lbs

Compatibility Rechargeable



PCB Design
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PCB Design – Optical Receiver



Power Distribution



Power Distribution Table: Transmitter

12/24V to 5V 
5A Regulator

Power = 

Data = 



Power Distribution: Receiver

ESP32 Power Requirements:

3.3V, 0.5A

Received 

Data

Power = 

Data = 

CP2102 USB 

to TTL
Computer 

Terminal



Optical



Optical Setup

4 cm 23.5 cm 17 cm

White LED
Collimating Lens

EFL = 25 mm

Collimating Lens

EFL = 25 mm

Capturing Lens

EFL = 50 mm



Optical Setup



Optical Setup

17 cm

Collimating Lens

EFL = 25 mm

Capturing Lens

EFL = 50 mm

Focusing Lens

EFL = 150 mm

≥ 15 m 15 cm

Photodiode

Active Area: 7.5 mm2



Optical Setup: Optimizing the Reciever

Purpose: 

To increase the number of photons captured.

Plano-Convex Lens

EFL=150mm



Optical Setup: Optimizing the Receiver



Housing: Transmitter



Housing: Receiver

Front View

Top View

Side View



Software



Software Logic Flowchart



Software Component: SDR

Purpose: 

To obtain and visualize RF Spectrum.

Compatible with ADALM-Pluto SDR

• Enables visualization RF data

• Can be used to record Spectrum

• Can be used to replay signals

Primarily used in our testing and 

evaluation to verify data 

recorded – not critical for final 

design
Feature Specifics

Recording/Replay IQ/WAV Files

User Interface Waterfall/Spectrogram

Compatibility ADALM-SDR, RTL-
SDR, HackRF, etc.



Software Component: Object Detection Model

Model Architecture Requirements:
• Fast enough to meet latency specifications (Prioritize FPS)

• Strong at cross-domain generalization for deployment in new environments

• Must not exceed the Raspberry Pi 5's resources

YOLOv12 Faster R-CNN RF-DETR

Common with many 

catered resources

Yes Yes Yes

Architecture CNN-based CNN-based Transformer

Must be paired with 

classifier head

No Yes No

Suited to edge devices 

like the Pi 5

Yes No Yes

Attention mechanisms Yes Yes Yes

Chosen ✓



Software Component: Detection Software

Object Tracking ✓ Image Segmentation

• Tracks individual objects 

across multiple images

• Can improve accuracy

• Dependent on high FPS for 

best results

• Provides more detailed 

information about object 

dimensions

• Performs better with localization 

as a core goal rather than 

classification



Software Component: RF-DETR

RF-DETR:

Roboflow Detection Transformer

Uses the DINOv2 Backbone:

• Improved Feature 
Generalization

• Better Performance on Low 

Image Sizes
• Learns in Fewer Epochs

Uses EMA and Transformer 

Architecture:
• Designed for Cross-Domain 

Generalization



Software Component: SOFT Object Tracking

SOFT:

Simple Online and Fast Tracking

• Simple, easily adaptable to RF-DETR 

model outputs
• Prioritized for speed so:
• More Frames = Higher Accuracy



Software Comparison Chart



Prototyping



Prototyping and Testing: FSOC Test

• For the initial testing, in inconsistent lighting environment, and 

uncollimated light.
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Prototyping and Testing: FSOC Test

• For the final testing, in consistent lighting environment, and with 

collimated light.
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Prototyping and Testing: FSOC Extrapolation

• For extrapolation up to 1km, from the data we were able to record, 

using line of best fit, and assuming perfect environment/conditions, 

gives us the following:

The power quickly converges to ~130 µW and stays essentially constant out to 1 km.
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Prototyping and Testing: PlutoSDR-to-Raspberry Pi 5 Data Collection

Wi-Fi 2.4 GHz Range

Includes Center Frequencies of Channels 1 through 11

56 MHz Bandwidth centered on Channel 6
Drone Signal Isolated,

on Channel 11



Prototyping and Testing: PlutoSDR-to-Raspberry Pi 5 Data Collection

Walkie-Talkie FRS Signal

• Distance: 5 Feet

Walkie-Talkie FRS Signal

• Distance: 30 Feet

• Walls and Obstacles 

Present



Prototyping and Testing: Object Detection

Res=384 AP50 Precision Recall

All 89.2% 92.2% 82.0%

Drone 87.9% 94.7% -

Cell Phone 84.2% 82.0% -

Router 95.6% 100% -

Res=640 AP50 Precision Recall

All 92.9% 91.2% 89.0%

Drone 93.8% 96.2% -

Cell Phone 87.9% 77.7% -

Router 96.9% 99.7% -
AP50 visualization with Res = 438x438 px



Administrative Content



Budget

• Our project is currently being sponsored by Chief Warrant Officer 5 

Richard Godfrey, an Electromagnetic Warfare (EW) Officer for the 

US Army.



Bill of Materials



Work Distribution

Work Zach F. Bill Sarah Zack. Z

SDR Data Collection x x

Data Parsing x

ML Algorithm Implementation x

Peripheral Installation x x x

UI Design and Implementation x

Image Capture x x

FSOC Tx Optics x x

FSOC Rx Optics x x

Tx Power Supply x

Rx Power Supply x

Rx TIA x

Housing x

Tx Modulation x x

Rx Demodulation x x



Issue: Extenuating Situations

• One of the major challenges we ran into with our project was the delay with 

ordering and receiving parts to build the prototype itself. Though we were able 

to eventually get the parts approved with government sponsor, we could not 

get everything shipped on time.

• The solution for this was ordering some new parts out of pocket and 

redesigning the project with different individual parts, including the modified 

LED, driver for LED, lenses and photodiode for the FSOC.



• Locking in meaningful RF parameters proved tricky. Small changes 

in gain, offset, and bandwidth would either speed up detection but explode 

our false alarms, or calm the false alarms but make real signals disappear 

unless they were very strong and close. The noise floor also moved around 

with time and environment, so values that worked in one test session didn’t 

always hold in another, forcing a lot of iteration to balance speed of 

detection against reliability of readings.

• Integration proved to be challenging in this project as well. Namely, 

integrating the object detection model into our main logic pipeline as it 

required restructuring directories and wiring in new input and output 

parameters. This meant carefully defining what data the model consumed 

and how its results were passed back into our pipeline.

Issues: Hardware/Software



Issues: Optics

• Optical Collimation of Incoherent Light source proved to be 

extremely difficult

• Establishing Line of Sight also proved to be difficult



Future Improvements

• For improvements of the project that could be made in the future include:

• More LEDs

• Multiple receivers

• Better antennas for optimized ranges

• Auto-Line of Sight Connector

• Laser Diode



Questions?
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